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Our Vision, Mission, and Values

\
» To be the hands-on association for making digitalization a reality by uniting technology
providers and users across the manufacturing value chain
J
\

« To empower our community to thrive in the digital age by sharing knowledge, bridging the
gap between industry standards and practical implementation, promoting industry
alignment, and future-proofing innovative technologies

J

 Member-centric — Supporting members with cutting-edge services to thrive in the digital age
* Neutral — Maintaining impartiality to support inclusive approaches and designs

» Collaborative — Building networks for knowledge sharing, alignment, and interoperability

» Transparent & practical — Ensuring trustworthy, actionable outcomes with clarity and honesty
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Bridging the Gap between Industry Standards and
practical Implementation
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= Industry & Technology
Workgroups

= Architecture Guardrails
= Guidelines
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Conceptual Working Groups

A holistic and long-term approach
to addressing the industry's
requirements for a specific topic.
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MEMBERS

= Implementation projects
= Regional and global hubs

S

Implementation Projects

A time-limited, one-time
Initiative with a concrete goal
and roadmap.
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Use Cases @ Ol4

Harmonize Business and Technical View
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Hackathon in a Nutshell ;};‘é@émmm
20.2.2025

Beginn 9:00 Uhr
Ende 16:00 Uhr

2 parallele Tracks
- 1. Track

Security Workshop (Alexander Gordt)
Reflektion PCN Architecture Guardrail und Erweiterung um Security-Aspekte (Ricardo Dunkel)

2.Track

Coding eines Product Change Notification Demonstrators (Christian Heinrich)
AAS inkl. PCN-SM
Hersteller-Anwendung erstellt neuen Change Record in PCN-SM und triggert Event
Kunden-Anwendung reagiert auf Event und visualisiert Change Record



Product Change Notification

UseCase und IDTA Spezifikation
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Produktanderungsbenachrichtigungen zwischen Lieferanten und Nutzern industrieller Komponenten.

Sie wird von Herstellern, Lieferanten und Handlern bereitgestellt und
von OEMSs, Systemintegratoren sowie industriellen Endanwendern genutzt.

IDTA erstellt Submodel-Template-Spezifikation:
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Submodel Template IDTA Number @ Version

Product Change Notifications for Industrial product 02036 1.0
types and items in manufacturing

This Submodel template aims at interoperable provision of product change notifications between suppliers and users
of industrial product types and items, particularly industrial components. These industrial product types and items are
typically provided by manufacturers and suppliers, including dealers, and used by industrial users, e.g. original
equipment manufacturers (OEMs), system integrators and producing enterprises (industrial end users). The product
types are typically used to provide more than one product instance, however special cases such as mass-

customization and engmeer—to—order are appllcable. Quelle: https://industrialdigitaltwin.org/content-hub/teilmodelle



https://industrialdigitaltwin.org/content-hub/teilmodelle
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Product Change Notification
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6. Notification
Event Broker

TS
Cross Company AAS 7. GET PCN-SM

API

0. Provide AAS and PCN-SM

4. Add Change Record to PCN-SM

5. Trigger Event

NodeRed React WebApp
(Manufacturer App) (Customer App)

2. Evaluate "Event” of PCN SM

8. Show Change Record
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Challenge

Connecting 14.0 Components within and between companies

» The Automation Pyramid forms several security layers within a company that are as relevant as they are between companies.

+ Automotive decided to go for catena-x and the dataspaces protocols (DSPs) but raises the level of technical complexity.

+ IDTA Security specification will promote OAuth2 and OIDC as a more basic approach to connect.

» OAuth2 has the chance to lower the technical complexity but introduces
organizational / integration complexity during onboarding of assets.

* We need an approach, that allows KMUs to be part of the game and
lower the implementation complexity of 14.0 components.

+ The complexity comes from multiple Identity Providers and different
Authorization Rulesets, that not every component wants to deal with.
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Proposal

API Gateways hide unnecessary complexity

» API Gateways hide the complexity of multiple Identity Providers
» An 14.0 Component must be aware of the required permissions to perform certain tasks.

+ Transparency about applied rules requires interpretation and access to evaluated attributes.
Both is relevant for data providers, not for data consumers.

Identity Provider Identity Provider
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What's next?

« Confirmation of relevance of OAuth2 / OIDC for communication.

« Discussion about relevance of identity-based authorization vs. role-based authorization.

+ Discussion about token forwarding between 14.0 Components.

« Definition of required security attributes in Discovery / Registry.

« Definition of configuration parameters for 14.0 Components.

« Definition of required security attributes of 14.0 Components to enable onboarding.
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Danke.

FUr Inre Autmerksamkeit.

Alexander Gordt

alexander.gordt@objective-partner.com
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