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DATASPACE
Designed to facilitate trustworthy
data sharing across industries!

image: AdobeStock_1050051398

Motivation – Big Picture

In the data economy, data is the 
billion-dollar treasure —
and the #1 target

• In M-X, security isn’t just a checkbox—it’s the foundation. 

• We don’t just follow standards; we define the best way forward. 

• Because in a world where data is the new currency, trust is the ultimate asset. 



Digital Value Creation 2025+
Multiple challenges that can‘t be solved alone, peer to peer or regionally

Federated distributed data ecosystem

Digital 
Value Creation
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The data and AI revolution is redefining how value is created in industry.

Federated, trusted 

and global data 

exchange 

for dedicated 

business processes

Interoperable, 

digital solution 

portfolio that 

works along the 

entire value chain

End-to-end 

cybersecurity and data 

governance as the 

foundation for trust, 

resilience

What‘s needed?

EDC Connector
MX-Port

Digital Twin (AAS)
KITS

Cybersecurity 
Framework



DATASPACE USP
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Motivation – Big Picture

BRINGS E2E SECURITY
Solves most of todays Cybersecurity Challenges



COMING & EXISTING

Regulations



Wave of upcoming regulations
Opportunities for new business
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eIDAS 2.0 regulation and the EU digital identity infrastructure can be the foundation for the solution.

EU Data Act (DA):
Designed to promote fair & transparent access to data generated by 
connected devices – need to provide access to product data

Ecodesign for Sustainable Products Regulation (ESPR)
The ESPR will introduce a Digital Product Passport (DPP), a digital 
identity card for products, components, and materials. –

Cyber Resilience Act
The Cyber Resilience Act relevant for products with digital elements; 
bolsters cybersecurity rules to ensure more secure hardware and 
software products elements

Network Information Security (NIS2.0, EU) and NIS2UmsuCG (DE)
NIS2.0 is a European Union directive on measures for a high common 
level of cybersecurity for essential and important entities.

eIDAS 2.0
The EU establishes with eIDAS 2.0 a harmonized legal framework 
across Europe for digital identities and trust services.



TODAY

A Dangerous World



From Cloud to Factory: One Attack Away

Security Breaches

• October 2025: Hackers can easily gather a trove of sensitive 
personal and military information from satellites in space 
using just a $600 (€512) kit, according to a new study‚

• September 2025: a ransomware attack on Collins 
Aerospace’s AviNet platform disrupted check-in across major 
European airports 

• September 2025: attackers hijacked npm and injected 
malware into widely used packages which had 2.6 billion+ 
weekly downloads, impacting about 10 % of cloud 
environments 

• July 2025: a ransomware attack struck the City of St. Paul: 
the city declared a state of emergency

• March/April 2025 Yale New Haven Health System disclosed a 
breach affecting around 5.5 million individuals

• December 2024 a leak exposed location data for around 
800,000 vehicles

• 2025: Ongoing campaigns targeting manufacturing / 
industrial IP — (state-linked activity) specifically designed to 
steal trade secrets and manufacturing know-how!

Escalating Cyber Threats



Channels

Portals

The Reason: Dangerous Today Architecture

UNSECURE, INOPERABLE, UNCONTROLLED

Channels
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An unsecure jungle full of high value targets
In a geopolitical changing world!

With highly professional hackers (up to state-linked) !



Channels

Portals

The Reason: Dangerous Today Architecture

UNSECURE, INOPERABLE, UNCONTROLLED

Channels
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New Threat:
AI Exfiltration Attack

• AI-powered phishing (AI phishing)

• Prompt injection (and jailbreaks)

• LoRA / adapter injection (trojanized fine-tuning)

• Fraudulent or poisoned training data (model poisoning)

• MCP / control-plane rights manipulation (MCP = 
management/control plane)

• Spoofing & impersonation

• Model extraction & inversion

• Lateral movement & chained automation

• Malicious layer injection into open-source models 
(manipulation via added layers)

• Commercialization of models with backdoors (trojanized
commercial releases)



Portals

The Reason: Dangerous Today Data Exchange Architecture
UNSECURE, INOPERABLE, UNCONTROLLED
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100+ Open Exchange 
ChannelsCompanies Companies



COMING SOON

The Manufacturing-X
Dataspace
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EDC EDC

Manufacturing-X 

DATASPACE

Single Controlled 
Connector

Participants

Operator

Participants

Tractus-X Dataspace USP
Unique Point of Communication

From 400 heterogenous 
communication Channels to one 
single point of contact
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Security Framework

Security Targets

MX-Port

MX-Port

EDC

MX-Port

MX-Port

EDC

MX-Port

MX-PortManufacturing-X 

DATASPACE

Single Controlled 
Connector

DIGITAL TWIN

SECURITY
FRAMEWORK

Participants

Operator

Control & Contracts
Controlling who is reading what

Deep Identification 
Recognizing & verifying companies, 
departments, users, systems, devices

Implementation & Audit
Allow secure setup and operations

Easy & Secure Adoption
Easy & Secure Setup

Confidentiality, Integrity
protected from unauthorized disclosure & 
manipulation

Availability & Secure Operations
Ensuring zero-damage system operations

CIA



Security Framework

Security Principles

Data Criticality
Understanding & design by data criticality

Zero Trust Architecture
Inherently trustworthy. CLOSE FIRST

Security-By-Design Architecture
Secure Out-Of-The-Box, NOT BY CONFIGURATION

Defence-In-Depth Mechanics
Multi-Lines & Mechanics of Protection

Resilient & Reactive Operations
From Updates to Incidence Response

Easy Security for Everyone
Keep It Simple & Stupide for setup & usage

Control & Contracts
Controlling who is reading what

Deep Identification 
Recognizing & verifying companies, 
departments, users, systems, devices

Implementation & Audit
Allow secure setup and operations

Easy & Secure Adoption
Easy & Secure Setup

Security Targets

AI-Guided Secure Code Transparency
AI-Driven Secure Engineering Practices & Attacks

Security by Secrecy 
does not work

Confidentiality, Integrity
protected from unauthorized disclosure & 
manipulation

Availability & Secure Operations
Ensuring zero-damage system operations

CIA



CX-0018 Dataspace Connectivity v.3.1.0

1. Identity (eIDAS 2.0) & 
Access Trust Protocol (IATP)
Ensuring secure identity management 
and trustworthy access control.

2. Data Space Protocol (DSP)
Standardizes how data is exchanged & 
enabling secure, compliant, and 
interoperable data exchanges.

3. Policy Definitions
Clearly defined policies govern data 
usage, compliance, confidentiality, and 
sharing rules. 

4. EDC Eclipse Dataspace 
Components 
The connector is the main technical 
component that implements dataspace 
connectivity including data sovereignty 
and interorganizational 
interoperability.

DNS

The Foundation

Security Mechanics & Understanding Points of Attack



The Tractus-X Security Framework KITs

Security Elements

Data Criticality
Based on the submodels of the 
AAS

Secure Dataspace 
3 Level Architecture
Based on Data Criticality to 
handle use case criticality

Risk Management in Dev
Based on IEC 62443-4-1, NIS2 & 
CRA… requirements

Secure Operations
Security Intelligence,
Dataspace Incidence Response 
Mechanics,
Risk management in Operations 



Security Elements

Data Criticality
Dataspace Secure Architecture



The Foundation
Data Criticality & Interoperability
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Public BASE Dataspace Layer 
DPP AAS, AAS (SM Digital Nameplate, SM Public Tech 

Data, SM Public Documents)… 

TRUST Dataspace Layer
Traceability, Purchase Order, Private Interface 

Exchange…

TRUST+ Dataspace Layer
Critical OT & IP

8D Reports, AI Analytics, OT Maintenance, OT 
Engineering, Factory Bridge, Intercompany Exchange

EDC A

Sensitivity of the Dataspace: (Zero)Trust Layers

WAF

DDoS Protection

EDC B
WAF

DDoS

Firewall

R. Proxy

EDC C
WAF

DDoS

Firewall

R. Proxy

Firewall VPN
e.g. Maintenance

Architecture & Components

Data Hub

1

2

3

Data Criticality Levels
Deployment Model

Level of Trust
Certification Level
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Harmonized EU Identity Attestation (LPID) within the EU Business Wallet 
based on the EU trust infrastructure and trust ecosystem

July 03, 2025 22© based on slide 16  FX_PI6_ConsortiumVision 250703.pptx

EU Trust Infrastructure

https://factoryxorg.sharepoint.com/:p:/r/sites/APMO/Shared%20Documents/General/10_Meetings/20_PI-Planning/PI-6/FX_PI6_ConsortiumVision%20250703.pptx?d=w8f988ff9a80343bb8869ee7fcb81121d&csf=1&web=1&e=XTJ7B0


Security Elements

Risk Management



Risk Management Process
Secure Development Lifecycle Of Dataspace Components

2
4

2.
Requirements

1. 
Training, Planning

3.
Design

4.
Implementatio

n

5.
Integration & 

Tests

6. 
Deployment / 

Start-Up

7.
Operations, DSIRT

Threat 
Model

Secure Design
Principles

Defense-in-Depth

Controls 
Catalog

VDE AR-E 2802-20 
BSI / ETSI / CRA 

3 x Layer
Architecture

Zero Trust

Security
Components

Sec.AI
Vulnerability

Scans

Risk Manag. Plan

Architecture View

Risk Analysis

Risk Evaluation

Risk Control

Risk Acceptance

Protection Goals

Pen-Test

Residual Risk

Code Analysis Conformity Approval

Risk Monitoring

Risk Evaluation

Risk Control

Risk Acceptance CX-1001.RA
based on the Dataspace Security Levels

Residual Risk

Security & Threat Itelligence

Vulnerability Management

Probleme Resolution Process CX-1001.PRP

DSIRT
Dataspace Security Incidence Response Team

Participant Notification

Authorities Notification

Dataspace Defense Team

Hardening
Guidelines

Secure 
Operations
Guidelines

Software Security Risk Management

Secure Development 

Lifecycle with Mapping to 

Practices of CRA, IEC 

62443-4-X, IEC 62304, IEC 

81001-5-1…

Internal or external 

Certification depending on:

• Role (participant, 

software-designer, 
operator…)

• Dataspace Trust Layer



Asset to Protect Potential Threats & Attack Vectors Recommended Security Controls

Business Partner Number (BPN) Spoofing, unauthorized access, fraudulent transactions
Cryptographic validation, mutual authentication, audit 
logging, anomaly detection, continuous monitoring

BPN Business Partner Data Unauthorized access, data breaches, tampering
Access controls, encryption (at rest & in transit), data 
masking, data integrity validation

Digital identities of employees Credential theft, phishing, unauthorized identity use
Multi-factor authentication (MFA), strong cryptography, 
secure identity wallets, regular security training

Identity and Access Management (IAM) Privilege escalation, insider threats, unauthorized access
Zero Trust architecture, principle of least privilege, 
continuous monitoring, regular auditing

DID (Decentralized Identifier) & SSI
DID registry compromise, credential forgery, privacy 
violations

Secure cryptographic key management, decentralized 
immutable registry, zero-knowledge proofs (ZKP), selective 
disclosure

Verifiable Data Registry Fraudulent identity resolution, unauthorized alteration
Decentralization, immutability (blockchain), cryptographic 
proofs, registry monitoring & validation

Wallet Service to store private Key (Critical)
Credential/key theft, wallet compromise, cryptographic 
attacks

Hardware Security Modules (HSMs), encrypted wallets, 
secure software distribution, MFA, regular security audits

Proof of Conformity Fraudulent claims, unauthorized issuance, spoofing
Cryptographic signatures, issuer verification, immutable 
record keeping, continuous validation

Agreements and credentials Credential forgery, tampering, unauthorized use
Cryptographic verification, digital signatures, trusted issuer 
frameworks, revocation mechanisms, continuous validation

EDC Discovery Service (Spoofing)
Spoofing attacks, malicious node impersonation, denial-of-
service

Mutual authentication, cryptographic identity validation, 
secure service discovery protocols, DDoS protection, 
monitoring

Asset Protection and Recommended Security Controls

Risk Assessment



EDC Security Controls Examples

Cryptography Dataspace Basic Layer Dataspace Trust Layer

Implement Asymmetric Encryption for secure key 
exchange & authentication

• Use RSA 4096-bit 
• Prefer Elliptic Curve Cryptography (ECC) for 

efficiency and security over RSA
Use ECDH (or X25519) for key exchange. 
Use ECDSA or Ed25519 for digital signatures
Preferred curves: Curve25519 or secp256r1

Use Post-Quantum Algorithm (PQA)
• Hybrid key exchange and digital signatures based on the DS level of 

TRUST: Use ECDSA/Ed25519 + Dilithium or ECDH/X25519 (PQA) + 
Kyber in tandem (PQA)

Hardware Cryptographic Accelerator • Use Hardware Cryptographic Accelerator • Use Hardware High-performance Accelerators (HSM/FPGA)

Communication Dataspace Basic Layer Dataspace Trust Layer

Implement TLS, Mutual authentication 

• Implement TLS 1.2 1.3 (update 2025 PCI DSS)
• No legacy TLS support (e.g., TLS 1.1 or older)
• Mutual authentication between nodes
• enforce security policies

• Implement TLS 1.3
• Certificate Pinning and Perfect Forward Secrecy (PFS)
• Secure API Gateway (OAuth 2.0 / JWT)
• Encrypted Service Mesh (e.g., Istio)

Hardware Hardening Dataspace Basic Layer Dataspace Trust Layer

Hardening of hardware running EDC and OT Edge 
Services

• Secure Boot
• Trusted Platform Module (TPM)
• Firmware integrity verification
• Root of Trust (RoT)

• Hardware Security Modules (HSM) for key management
• Physical tamper resistance
• FPGA acceleration for crypto workloads
• Endpoint Detection & Response (EDR)

Data protection Dataspace Basic Layer Dataspace Trust Layer

Protect transit and the AAS Registry against data 
leaks including human risks

• Data encryption at rest and in transit
• ABAC on AAS and attribute level

• Prefer Access controls ABAC on AAS and submodel level

Protect Keys, and Identity Wallets withing DIDs 
decentralized PKI and  Verifiable Credentials (VCs)

• Private keys stored TPMs
• PKI with X.509 certificates for authentication and 

signing => Wallet verifiable credentials
• Identity Wallet must be EU Business Waller 

compliant and secure enclave protected

• Private keys stored HSMs
• Biometric authentication for wallet access
• Support for zero-knowledge proofs (ZKPs) in wallets

• Secure multi-sig wallets for shared key control
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